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 . 
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1-9,  
3.5. 

  №2 
   

 . 

8    
  
,  
 ; 

 
 

 
; 

1-9,  
3.3. 

  №1 
  RJ45   

UTP5   A, B,  
  ,  

   . 

4   
  

 
; 

  
 

 
; 

1-9,  
3.1.  3.2. 
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 Windows 

4  : 
 

  
, 
 

,  
,  

; 

 
  

  
   

 
-
 ; 

1-9,  
3.1.  3.3. 
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 Linux 

4  : 
 

  
, 
 

,  
,  
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-
 ; 

1-9,  
3.1.  3.3. 

  №4 
    

Cisco 

4  : 
 

  
, 
 

,  
,  
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; 

1-9,  
3.1.  3.3. 
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 Cisco 

4  : 
 

  

  
 

 

1-9,  
3.1.  3.3. 
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,  
,  
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4   
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, 
  

 
 

,  
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; 

1-9,  
3.1.  3.3. 
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MicrosoftWindows 

4  : 
 

  
, 
 

,  
,  

; 

, 
  

 
 

,  
 

, 
 
 

; 

1-9,  
3.1. 

  №8 
    

MicrosoftWindows 

4  : 
 

  
, 
 

,  
,  

; 

, 
  

 
 

,  
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; 

1-9,  
3.1. 
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   HTTP-

  HTTP- , FTP-
  FTP- . 

4  : 
 

  
, 
 

,  
,  
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,  
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; 

1-9,  
3.1. 
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 . 

4  : 
 

  
, 
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3.1. 
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  UNIX,  
   . 
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3.1. 
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; 
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  №21 
    

 RAID. 
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, 
 

 
 

  
 

; 
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3.1.  3.4. 
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   pkzip, 
pkunzip, arj, WinZip, 7Zip. 
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,   
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 , 
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; 
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MicrosoftNtbackup, CobianBackup  
AscompBackupMaker. 
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 , 
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Windows      
.  Windows. 

    
  DiskImage, HDClone, 

ODIN. 
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, 

  
 , 
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  №26 
    

Windows  Unix,   
 Windows. 

4   
  

 , 
 

 
 

 
,   
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 , 
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; 

1-9,  
3.1.  3.4. 

  №27 
    

 SNMP. 

4   
  

 , 
 

 
 

 
,   
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 , 
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,  
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; 

1-9,  
3.1.  3.4. 

  №28 
    

  

4   
  

 , 
 

 
 

 
,   

 
, 

  
 , 

  
 ; 

, 
  

 
 

,  
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; 

1-9,  
3.1.  3.4. 

  №29 
   
 Wireshark. 

4   
  

 , 
 

 
 

 
,   
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 , 

  
 ; 
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,  
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3.1.  3.4. 
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  ,     
 : , , ,  , 

,  . 
      
  (  ),    

   ,     
   ,    

 : ,  ,   
. 

 
  

 
1.   . 
1.1.  . 
1.2.   . 
1.3.    . 
1.4.  . 

    MsVisio. 
2.      . 
3. . 

 

  



  №2 

    . 

:        

 ;      

       ,  -  

     . 

 

     . 

   

 

      5 .  

   «  », « », « - », 

«   », «    ». 

1.  «  ».    : 

   ; 

    ; 

     ; 

         

 ; 

     . 

2. « » - ,  -  

   , . .    

       .  

3. « - » –      

   ,        

   .    : 

        

; 



    (     )  

  (     «   

 »); 

        ; 

         

    (   «  

 »). 

4. «   »,    

        

,       

 (   ),      

 «    »  « - » 

  ,      

. 

5. «    »,     

       

 .     : 

       , 

         ; 

       , 

        ; 

       

 (     « - »); 

       

        

       . 

    , -  

    . 

 



     

 

     ,    

     ,  , 

 .  

      : 

1.         

 (    ); 

2.   MSOfficeVisio 2007/2010/2013   

   3d; 

3.   MS Office Word 2007/2010/2013 Professional; 

4.   MS Office Power Point 2007/2010/2013 

Professional; 

5. ; 

6.   4 (  1    ),   

 

7.  ; 

8. ; 

9. . 

 

   

 

      

 -  .     

  (     ,  

,       ) 

   ,     

  .  

        

       

 , ,   (    



);         

  ).       

   ,     

         

  , ,  .  

      

 -    ,  , 

,     ,  

  .  

         

    ,   

        

       ,  

            

 . 

 -       

        

,   :       

     ,  

            

(          

). 

          

        

.  

 

  

 

      ,  

   . 



      

   1 

 1.      

№ Наи е ова ие Допол итель ая и фор ация 

1 

П оект о е лок л о  
ч л тел о  ет   

о о тел о о уч е де  

Кол че т о т е : ; 
Кол че т о ко п те о : ; 
Кол че т о о о  те к : ; 
Площ д  по еще   е  ко т т  

о то тел о. 

2 
П оект о е лок л о  

ч л тел о  ет   л отек  

Кол че т о т е : ; 
Кол че т о ко п те о : ; 
Кол че т о о о  те к : ; 
Площ д  по еще   е  ко т т  

о то тел о. 

3 

П оект о е лок л о  
ч л тел о  ет   о л о о 

уч е де  

Кол че т о т е : ; 
Кол че т о ко п те о : ; 
Кол че т о о о  те к : ; 
Площ д  по еще   е  ко т т  

о то тел о. 

4 

П оект о е лок л о  
ч л тел о  ет  

у п л о о у т о о 
п едп т  

Кол че т о т е : ; 
Кол че т о ко п те о : ; 
Кол че т о о о  те к : ; 
Площ д  по еще   е  ко т т  

о то тел о. 

5 
Моде  ете о о 
оде т   д т  МО 

Кол че т о т е : ; 
Кол че т о ко п те о : ; 
Кол че т о о о  те к : ; 
Площ д  по еще   е  ко т т  

о то тел о. 

6 

П оект о е лок л о  
ч л тел о  ет  уч е де  

кул ту  

Кол че т о т е : ; 
Кол че т о ко п те о : ; 
Кол че т о о о  те к : ; 
Площ д  по еще   е  ко т т  

о то тел о. 

7 
Моде  ете о о 

оде т   то о о   

Кол че т о т е : ; 
Кол че т о ко п те о : ; 
Кол че т о о о  те к : ; 
Площ д  по еще   е  ко т т  

о то тел о. 

8 
П оект о е лок л о  
ч л тел о  ет  о т  

Кол че т о т е : ; 
Кол че т о ко п те о : ; 
Кол че т о о о  те к : ; 
Площ д  по еще   е  ко т т  

о то тел о. 

9 

П оект о е лок л о  
ч л тел о  ет  

о о у к о л о о е т  

Кол че т о т е : ; 
Кол че т о ко п те о : 8 ; 
Кол че т о о о  те к : ; 
Площ д  по еще   е  ко т т  



о то тел о. 
         

. 

 

      

 

-    ,  

    

 : 4   (    

  ). 

        . 

        

  -  . 

        

MS Office Word, Visio, Power Point.     

 :  

   ,    

 ; 

   ,     

     ; 

   ,  , 

,   ,   

 ; 

         

  , ,  ; 

        

   ( ,    ); 

        ; 

 -    ; 

 ,    ,  

    , ,    



,  ,      

       . 

 

    

 

        

 (  ). 

  -    , 

   .   

    . 

       : 

1.   ; 

2.   ,    

 ,     ; 

3.  ,     

  

4.     (   )  

  ; 

5.        ; 

6.       

,         

 MS Office Word; 
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       . , 
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   .  

 

  « - »   
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  ,    
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  «    »  « -

»   ,     

       . 

 

  



  №1 

  RJ45   UTP5   A, B,  
  ,     . 

1.   

   «  » 5-    
  . 

 
2.   : 

 «  » 5-  ,    
,  RJ-45. 

 
3.    

      , 
   .    

     (   ), 
  ( )    .   

      "  ", 
 , -     
. 

 ,   ,  -   
   ,    

  ( ). 
         

(    ), ,   
   .   -   

  .     
  ,        

 . 
   -     

,          
( ) .       

    . 
        

   "  ". 
  ( . twisted pair) —   ,  

      , 
   (       

),   .   
        



(        )  
      

,       
 .      

 (     )  
 UTP  5        

.   -     
  .   
       

   ,   Ethernet, ARCNet  Token 
ring.          

      
  . 

       
 8P8C (RJ45  RJ-45),  ,  
  RJ11. 

     —   
        - 

   . 
   

   (UTP — Unscreened twisted pair) 

—   ; 
   (FTP — Foiled twisted pair) —  

  S/UTP [1]     ; 
    (SFTP — Shielded 

Foiled twisted pair) —   FTP   
    ; 

 
В  щ щ   : 

 (STP — Shielded twisted pair)    
 ; 

   (S/STP — Screened shielded twisted 

pair)   STP     
. 

     
   ,   ,  . . 

       
,         

     .    
    -  .  



        ,   
 —  . 

       
 .  ,  ,    

  ,       
 .    ,    

       .   
« »          

. 
  ,     

« »     (   ),  
      .  , 

     .  
       

 (PatchCord),    . 
 

К   

     .    
      0,5 - 0,65 . 

 ,   AWG,    
  24  22 .   

 

0,2 ,    (  
 PVC),     5-   - 

 (PP),  (PE).   
     ( ) , 

    ,  , 
   . 

      «  
» (  ),      

 :       
 ,      

,    . 
    0,5 - 0,6    
      

,   .     
      .   

    «  »,  
         (  

   LSZH - Low Smoke Zero Halogen   



    ). 
    - .  

,  ,     , 
      .   

     ,    
    c   

   ,   . 
   .    

         
   . 

      .  
    - .     

       
. 

      
   ,   (  

)    , .  
        

        
. 

К   

    „  ‖,  
  CAT1  CAT7    

  .     
          

   .     
   EIA/TIA 568 (   

   ). 
CAT1 (   0.1 ) -  ,   

 (       — « »,   
  ,    ).   

    « » .   
       . 

CAT2 (   1 ) -   , 2  , 
      4 / ,  

  token ring  ARCNet.      
. 

CAT3 (   16 ) - 4-  ,  
    10BASE-T  token ring,  

    10  100 /    
100BASE-T4.        



 IEEE 

802.3.       . 
CAT4 (   20 ).    4  

,    token ring, 10BASE-T, 100BASE-T4, 

     16 /    , 
  . 

5 (   100 ) - 4-  ,    , 
    «  » ( . 8.19).  

    100 /    2   
 1000 /    4 ,   

  ,   
    .     

    CAT5e (  
 125 ),     

.       
( - , - , - ) 100 .  

-  5 . 
CAT6 (   250 )    Fast Ethernet 

 Gigabit Ethernet,   4      
    1000 / .      2002 

.   CAT6a,     
   500 .   IEEE,  70 % 
   2004     CAT6. 

CAT7.        , 
    100 / ,   

  600-700 .    .  
    UTP,  S/FTP (Screened Fully shielded Twisted 

Pair). -        
100 . 

    

    UTP    
RJ-45 ( . 1),       «  » 

: 
-  ; 
-       . 

      «  
»,     ; 
-     « ». 

 
 



 

. 1.   4    

 
  «  »   , 

         
: 
1.       

,        «  
».          

     ( .1). 
 
 

 



 

. 2.        

 
2.       RJ-45. 

3.    ,    
    UTP (   

  ,   ). 
 

    :    
 (Cross-over)  ( . 2). 

 

 

) 
. 3.   :  -   

 
 
 
 
 
 
 
 
 
 

 

. 4.   :  -  ( ) 

      

  / ,     

 . 
 

 



4.    

 
1.   ,    

. 
2.   «  »  - . 
3.      .  

         
,    ,   

    ,     
 .      

    .    
    ,     

 ,        
 .       
      . 

4.         
   ,     

     ( .6). 

 

 
 

. 6.    

       . 
  ,    ,  

        
 : 

)      ,  
          



.         
   ,    . 

)      ,    
 «  »  .    

  ,      
       .  
    ,    
   .     

          . 
         

     ,   
 .        

   ,       ,   
 ,      . 

 
 

1.   «  ». 
2.    «  » ? 

3.     « »? 

4.     „  ‖  
„ ‖? 

 

  



  №2 

     Windows 

: 

1.       ―  
‖ (ncpa.cpl).  IP , ,   . 

        
      .    

 ping.  
2.      ―  ‖ 

(ncpa.cpl)         DHCP.  
3.    ipconfig. 
4.    arp. 

 : 

1.  . 
2.      . 
3.    . 

 

  



  №3 

     Linux 

,      

1.        . ,  
 ,  : 

 IP ,  ,    IPv4  IPv6; 
 MAC ; 
  ARP  ICMP. 

2.      : 

 ip 
 ifconfig 
 ping 
 arp 

    

1.   ip, ,     
 ? 

2.    ifconfig  ,   
    ? 

3.       ? 
4.      ip - 192.168.1.2,  - 

255.255.255.0. : ip addr add IP_ /  dev _  
5.   ip  ,  : ip link 

set _  up\down.  : ip link show. 
6.   ip -   IP   . 
7.   10.0.0.1   255.0.0.0   eth0  

 ifconfig.  
8.  ifconfig  /  . 
9.   ip     10.0.0.0/8,  -    

   . 
10.  "  " (    ping)   

 .     .   
11.  MAC  (    arp)     

 . 
12.      /etc/network/interfaces. 

    eth0: address 192.168.0.2; netmask 
255.255.255.0; gateway: 192.168.0.1 

13.  dhcp       
. 



14.    /etc/network/interfaces    dhcp 
   . 

15.  alias-  eth0:1   : address: 
192.168.1.2, netmask: 255.255.255.0, gateway: 192.168.1.1 

16.   alias-  . 

 : 

1.  . 
2.      . 
3.    . 

 

  



  №4 

,   Cisco  

Ц  : я    

, я  я   Cisco. 
 

: 
1.    

2.       
  : ―?‖, show clock, show version, show run 

(     : enable), show arp, 
show vlan, show interfaces, show interfaces vlan 1, show ip interface brief, 
show line,  

3.  IP    .   
    ,    

 1-  vlan’a. 
        sw> enable 

sw# conf t 

        sw(config)# interface vlan 1 

        sw(config)# ip address 192.168.0.1 255.255.255.0  

        sw(config)# no shutdown 

     .  
    ping 192.168.0.1 

4.  web   . 
 

  

1.  . 
2.      . 
3.   ,    

. 
4.    . 
  



  №5 

,   Cisco 

: 

1.   
2.    
3.      .  

 -     (    
!).     . 

4.   ,      
: show processes; show clock; show interfaces; show running-config; 

show mac-address-table; show ip interface brief; show users (  
       ). 

5.         
    .  

6.        . 
7.    (  hostname) 

  

1.  . 
2.      . 
3.    . 

 

 

  



  №6 

    

:   IP-     

: 

      

        
   (ISP),      

    . 

  ISP,          
 .        

 . 

 

 



ISP    .    
 . 

 

 

    ISP       
    .      IP-

   . 

 



 1.   

.       , 
       . 

1)      . 
2)         

  . 

.        ?  

.          ?  

. ,  128 
, , ,  4 , 

 62 . 

. , 
: 

 ,  29 . 

,  , . 

 , . 

 2.  

, ID , , . 
 24 ,  255.255.255.0. 

? 

 . . . ,  / . 

 3.  IP-   

   ,     .  
    ,      

IP- ,  . 

 .  ,         
192.168.1.0. 

    IP-    

     
    
    



    
    
    
    
    

 

.           
   .    IP-    

(    ): 

 

IP-    IP-  
1841 Serial 0/0/0 11.11.11.100  ISP 11.11.11.1 

Fa 0/0      
:  

 

Fa 0/1   Linksys  

Linksys   1841 Fa 0/1  

 

 

 

    

 :  

 

 

 4.      

 ,     30 ,      
  .        , 

 ,           . 

.   ,    ?  

.        ?  

.        ? 

.      -       -
 (/#)? 

.       192.168.1.0,   ,      , 
 IP    ? 

 5.     . 



      CiscoPacketTracer.   
 .  IP     . (  ping  

       – . .   ). 

 

  



  №7 

       Microsoft Windows 

 :         
     MicrosoftWindows 

К   :VirtualBox     
WindowsServer 2008  

П   : 

1.       WindowsServer 2008 R2. 

2.        .  
    Administrator : 123qweRTY 

3.     : 524,  : 524- -  (  
_  –       , 524-

ivanov, 524-petrov). 

4.   : login – - , password – 

passWORD123.    (       
),   .       

,        .  
   . 

5.    vt      - . 

   (   ),   .    
   ,       

. 
6.      .     (4) 

 -    RemoteUsers. 

7.    ,      
   (     ,  

    VirtualBox). 

8.      ,     .  
 ,     . 

9.          
( qwinsta). 

10. C:\onlyread, C:\all, C:\closed.   -   
  :   all   ;   

onlyread    ,  ;   closed  
.      -    

    ,   , .   
  . 



 

                                        П пк  

Воп о  

all onlyread closed 

Мо о л  п оч т т  
оде ое п пк  – отк т  

п пку 

   

Мо о л  о д т  подп пку    

Мо о л  о д т  л    

Мо о л  уд л т  п пку    

 

11.    (         
    )  ,     
. 

 

 

  
 
1.     ? 
2.   ? 
3.   ? 
4.           ? 
5.       ? 
6.     RemoteUsers? 
7.          ? 
8.          ? 
9.      ? 
10.        Windows? 
11.        ? 
12.        ? 
 
  



  №8 
    Microsoft Windows 

 :         
  Microsoft Windows  

К  :    VirtualBox  
   Windows Server 2008 

 
П   
 

 1. DNS-   
 

1.    virtual.   VirtualBox.  
      WindowsServer 2008 

R2. 
2.   . 
3.   DNS ,       

. 
4.   .   DNS- .    

 : ; ;  ;   .   
      ,  

  . 
5.  .       

  DNS- .      
   DNS- .   .   

        ,  
,  ,  ,  ,  . 

6.    DNS- .    
DNS- .     .   
  DNS-  (   ). 

7.     .  :  ,  : -
.local,   ,   . 

8.   nslookup.   - - . - -
.local(     : 524- -

. - .local).   ,  DNS- ,   
   IP- . 

9.       ( ) : file-server, app-server, print-
server. IP   ,       

  DNS- .  
10.  nslookup. ,  DNS-     : 

file-server. - .local, app-server. - .local, print-
server. - .local. 

11.  IP- ,  DNS- , file-server, app-server, print-
server   .       . 

12.    .  :  ;   
 IPv4. 

13.    ,  : DNS- , file-server, app-server, print-
server. 



14.  nslookup. ,  DNS-   IP- : DNS- , 
file-server, app-server, print-server.  

15.  (CNAME), apps app-server, files file-server, print  
print-server. 

16. nslookup.  apps. - .local, files. -
.local, print. - .local. 

17.          hr. -
.local.   ,    (A)   

pc1,IP-   . 
18.  nslookup. ,  DNS-    pc1.hr. -

.local. 
19.  DNS- .  nslookup,  :  apps. -

.local, files. - .local, print. - .local.    
,     nslookup. 

20.  DNS- . 
 
 

 2. DHCP-  
 

1.   . 
2.   DHCP- .     :  

      IP- ; 
  IPv4 DNS-  –    ( -
.local),    ;    IPv4 WINS-

 – WINS       ;     
 - Scope;        IP-

,  , dns- ;   DHCPv6   
 –      DHCPv6   

. 
3.   .   DHCP- .    

 : ; ;  ;   .   
      ,  

  . 
4.  .       

  DHCP- .      
   DHCP - .   .   

        ,  
,  ,  ,  ,   

5.    DHCP- .   . (  
621) 

 
 
 

  
 

1.    ? 
2.   DNS? 



3.    DNS- ? 
4.    DNS- ? 
5.     nslookup? 
6.      DNS  (     ) 

? 
7.      ? 
8.      DNS? 
9.      ? 
10.       ? 
11.   DHCP? 
12.   DHCP ? 
13.   DHCP- ,   ? 
14.   DHCP? 
15.     (scope)? 
16.   « »  DHCP? 

 
  



  №9 
   HTTP-   HTTP- , FTP-   FTP-  

 :     HTTP- / , FTP-
/  

К   :    VirtualBox   
  WindowsServer 2008 

 
П   

 
 1.      WindowsServer 2008. 

 
  Web-Server (IIS).  FTP, FTP Management Console. 

 web, ftp ,  " " 
 "FTP Server", "World Wide Web Services (HTTP)".  

 
 web-     C:\mysite, : mypage. 

 
  FTP- .    FTP Publishing Service  

 .  
    FTP- .   . 

 
  web, ftp -  http://localhost, ftp://localhost. 

   ftp : current sessions -   
. 

 
 2.       Ubuntu. 

 
1)  HTTP-  Apache: 

sudo apt-get install apache2 
2)    Apache,    IP-  , 

 127.0.0.1 
 

3)      /var/www/ 
  index.html       (  I.Ivanov). 
     . 

 
4)     . 
5)   apache2ctl: 

apache2ctlstop –   
apache2ctlstart –   
apache2ctl restart –   

6)  Apache: sudo update-rc.d -f apache2 remove 
7)   HTTP-   : 

-  gnome-terminal → (      ) →    gnome-
terminal. : 
TelenetIPa  80 
GET /index.htmlHTTP/1.1 



Host: IP  
(  ) 
(  ) 
-     HTTP- . 
 

8)   FTP. 
sudo apt-get install vsftpd 
vsftpd – FTP, Ubuntu.      ftp 
   /srv/ftp.      FTP. 

 
9)    ftp://127.0.0.1 

 
 

  
1.   HTTP ? 
2.     HTTP? 
3.     ? 
4.    FTP? 

 
  

ftp://127.0.0.1/


  №10 
        

 

 :         
   : telnet, ssh,   ,  

, vnc, teamviewer. 
К  : VirtualBox     
WindowsServer 2008;        Unix 

    

          . 
    ,      – Windows, Unix. 

 Telnet 

    ,    Windows 2008  telnet-

.   : 

-         Windows 2008  
WAN  LAN. 

-         
:  Cisco,  Linux,  Windows 2008 

   . 
-      ,     . 

  . ,      , 
     IIS .    ,  

  ,          Windows,   

   . ,      RemoteDesktop 
(RDP),  VNC,   -    ,    

  2 ,      telnet? 

 

   

         ,  , 
  ,    , ,  

        .    
    ,    ,   

   Windows.   . 

         
3389,         . 



       
: 

- .        3389, 
  ,      

    . 
-  .         

      .   
 ,        

,     .  ,    
 ,        

     . 
-  .      

       ,  
       . 

 

  

 1.    Windows 

12.   Telnet 
 

a.  Telnet , Telnet . 
b.   Telnet     (Services).     

  . 
c.    netstat ,  Telnet     23   
d.         ,    

    « » 23 . 
netstoptelnet 
netstarttelnet 

e.             .  
     ,     –  

    .      
   telnet,    .    
      TelnetClients.   

      . 
f.   telnet-  : telnetip_ _  

 .         . .   
  .     C:\ (  dir). 

g.            Telnet : 
tlntadmn –s 

h.       : 
tlntadmn –mall ―  ‖ 
 

      : 
 
 
 
 



 
 
 
 
 
 

 
  
 
 
 
 
 
 
 
 

  

 
 



 
 
 
 
 
 
 
 
 
 
 
 

  

 
 

   



 
 

    

 
   

 
 

 
 

 
 



 
 

   

 
 

    

 

 
 



13.    
a.    . 
b.  .    .     

 
c.   .    . 

   (  - ). 
 

 

 



 

 
 

14.     
a.    . 
b.    netstat ,   TCP 3389 ― ‖. 
c.          

(RemoteUsers). 
d.    . 
e.        . 
 



 
 

15.  VNC 
a.  VNC- .  Licensekey: KRBAB-24NJY-8GCFB-ACD6Y-SKZ3A 
b.    netstat –a –o –ptcp       

  « » vnc – . 
c.   VNC- .      .    

 . 
d.     –  VNC .      

. 
e.      VNC . 
f.   VNC  . 

 
16.  TeamViewer 
17.     ,     . 
 

 2.     UNIX–Ubuntu 

1.  SSH 
a. openSSH: sudo apt-get install ssh 
b. :  sudoservicesshstop|start|restart.    ?  
c.   ssh-  ,  ssh- :  

sudossh _ _ @ip_ _  

   :  
1.    VirtualBox   Ubuntu -  .  



2.     (       
 ). 

 

d.    /home/ _ / . :   
mkdir _  

    /home/ _ /  : 
sudonano newfile.txt  

  ssh-  . : exit 
 

e.    ssh-  - 2020 (     ssh:   
/etc/ssh/sshd_config  -  Port 22).  ssh- .  
 

f.   ssh-  :  
sudossh _ _ @ip_ _  -p 2020 

   ,   . 
rmdir _  

rm _ _  

 

2.  VNC 
a.  vnc  

sudo apt-get install vnc4server 

b.     vnc: vncserver 
c.   
d.  vnc viewer  
e.    

 

  
 
1.         ? 
2.      ? 
3.    Telnet  ? 
4.     RDP? 
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      UNIX,     

. 
 :        UNIX,  

     
К  :  VirtualBox   ,   

  UNIX 
 

  
 

   3 . 
       DNS- . 

       DHCP . 
     , ,    . 

 
 

  
     . 
 1.    DNS  

1.  DNS-  BIND9 
 sudo apt-get install bind9 
2.   /etc/resolv.conf (    IP  (10.0.2.15)) 
3.    (forwarders). : /etc/bind/named.conf.options 

  DNS-   (10.7.2.1; 10.7.2.2)  
      dig.     

   . 
4.       ( .local). 

   ( )   www  -  (ip  ). 
   (CNAME)   web  - . 
   ( )   ftp  ftp-  (ip  ). 
   ( )   mail    (ip  ). 
   (MX)    

 .local. IN MX 10 mail. .local. 
      named-checkzone 

 named-checkzon .local /etc/bind/db. .local 
     dig 

 
5.      .  

     dig. 
 

 2.    DHCP  
1.  dhcp  isc-dhcp-server 
2.   ip   .   ip .  ip 

 dns- .  ip  . 
 

 3.      
1.  5  user1, user2, user3, user4, user5. 



2.  : group1, group2, group3. 
3. : 
user1  group1;  
user2  group2, group3; 
 user3  group1;  
user5 group2; 

 1.     , : 
$ sudo adduser username groupname 
 
4.  user4, user5. 
5.   /etc/passwd,   . 
6.   /etc/group,   . 
7.       directory. 

     :  
$ ls -ld directory/ 
 

    :   
$ sudo chmod 750 directory/ 
 

  ,  ? 
(/home -  , mkdir folder_name -     folder_name). 
 
8.   dir0,dir1,dir2,dir3,dir4. 

     : 
rwxrwxrwx  dir0; 
rwxrwx---  dir1;  
rwxrwxr--  dir2,  
rwxrwxr-x  dir3,  
rwx------  dir4. 
 
 

  
1.    ? 
2.   DNS? 
3.    DNS- ? 
4.    DNS- ? 
5.     nslookup? 
6.      DNS  (     ) 

? 
7.      ? 
8.      DNS? 
9.      ? 
10.       ? 
11.   DHCP? 
12.   DHCP ? 
13.   DHCP- ,   ? 
14.   DHCP? 



15.   DNS-  BIND9? 
16.        DNS  bind9? 
17.    ? 
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 1..       
 2.    
 3.   (      ) 

   
 

 /  
 

        .   
         5 . 

    -    SSTP  
7a.  -          

   . 
   — ,       

 .       . 
,     ( )   

 . 
       ,  

 ,       
 . 

          
  

 
  

 
• 1  (Windows 7, Vista  XP    ) 
• :  IPv4-  
 

 : 
 

 1:       
 

  1       : 
 

. 
 -        ;   

  ; . 
 

 2:       
  

 
  2       : 



 
. 

   ping   ICMP -     
127.0.0.1,        . 
 

 3:   (      ) 
   

 
  3         : 

 
. 
  -      ,   

  ,    ,      . 
 

   
 

        ? 
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 :      ,  

     
К  : CiscoPacketTracer 
 

: 
 

  «problems»     ,   
CiscoPacketTracer.      . 

     ,  « » 
 ,  . 

 
   : 

1. - .     OSI     
 .    . (+) –    

   . (-) –     . 
2. - . -    OSI. (+) –    ,    

 . (-) –    . 
3.   .     OSI (  ) –  ping. 

     . 
4.  .      .  

   . 
5.  .      . 
6.  .   ,    

 . 
 

  : 
1.   
2.  .      ,   

.   .     
   . 

3.  . 
4.   (    ,  ). 

  
 

 
 

 

problem_1    0  5 
problem_2  2, 3  IP . (   192.168.2.0/24  

DHCP ) 
problem_3 0, 1      ya.ru 
problem_4  0    5 (  ,   

) 
problem_5   192.168.1.0/24    
problem_6   192.168.2.0/24       (   



) 
problem_7      site.com 
problem_8  User1, User2   ,     

   
 
 

  
 

1.   problems   . 
2.      – ,   , 

    ,  ,  
. 

3.  .     –   . 
 ,   ,     ?   

?    – ,     . 
 
 

  
 

1.      . 
2.       . 
3.      ,    

    . 
4.    « - »,    . 
5.    « - »,    . 
6.    «   »,    . 
7.    «  »,    . 
8.    «  »,    . 
9.    «  »,    . 
10.         ? 
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 :       
 

К  :  VirtualBox    
 

    : 
 

    .       .  
          . 

          
Windows.          

 UNIX.        . 
 

  
 

 1.   
1.   ,  . 
2.  View-> Update Speed -> Hight 
3.      : Adapter Description, Network 

Utilization, Link Speed, State, Bytes Sent Throughput, Bytes Received Throughput,Bytes, 
Bytes Sent, Bytes Received. 

4.     ,   (Adapter Description, Network 
Utilization…) -   ? 

 
 2.  .   

1.    . 
2.      : Bytes Sent/sec; Bytes 

Total/sec; Current Bandwidth; Packets Sent/sec, Packets/sec. 
3.   . 
4.   . 
5.     ,   . ,   

        . 
 

 3.      Windows 
 ,  ,   . 

 
ping (windows) 

1.     
2.  ping    IP .   . 
3.       (ping ya.ru -t) 
4.     213.180.193.3       ( . . 

  ip  –  ). 
5.  10    1000  (ping -n 10 -l 1000 10.0.99.221) 

tracert (windows) 
1.     



2.      ya.ru.   .  
3.     ya.ru     IP-

   (tracert -d ya.ru).       
  . 

4.     ya.ru     3.  
   . 

netstat (windows) 
1.     
2.  ,  .  
3.   -    (netstat -r) 
4.       (netstat -o) 
5.    (netstat –s) 
6.      LISTENING (netstat -a | find "LISTENING") 

nslookup (windows) 
1.     
2.   
3.  IP  
4.     MX   
5.     SOA   

arp 
1.     
2.  arp  (arp -a) 

ipconfig 
1.     
2.       

  
 4.      UNIX 

 ,  ,   . 
 
ping (unix) 

1.     
2.  ping .   
3.  10    1000  (ping -c 10 -s 1000 ya.ru) 

traceroute  mtr (unix) 
1.     
2.     .   

netstat (unix) 
1.     
2.   . netstat –i 
3.    . netstat. + " "   netstat 

–a 
4.           

 .     netstat –
l 

5.   . netstat –r 
6.       

. netstat -s 



dig (unix) 
1.     
2.   .   
3.     A   (dig a ya.ru) 
4.     AAAA   (dig aaaa ya.ru) 
5.     NS   (dig ns ya.ru) 
6.     MX   (dig mx ya.ru) 
7.     SOA   (dig soa ya.ru) 

nmap (unix) 
1.     
2.    
3.      1-65535 (nmap p1-65535 192.168.1.1) 
4.        (    

 ) (nmap -O 192.168.1.1) 
arp (unix) 

1.     
2.  arp  (arp -n) 

 
 

 5.   
1.    http://whatismyipaddress.com/   IP  , 

  . 
2.    http://www.whois-service.ru/     

web-   : vk.com;karelia.ru;ya.ru;wikipedia.com. 
3. C   http://www.ip-1.ru/geocode/    - karelia.pro, 

pkjt.karelia.ru, ya.ru, vk.com. 
4.    http://www.yougetsignal.com/tools/visual-tracert/   

 karelia.ru (    Host Trace, Proxy Trace).    
?    ? 

 
  

 
11.   ping? 
12.   traceroute? 
13.   arp? 
14.   netstat? 
15.   nmap? 
16.   dig? 
17.   nslookup? 
18.   ipconfig? 
19.       netstat   

UNIX? 
 

 
  

http://whatismyipaddress.com/
http://www.whois-service.ru/
http://www.ip-1.ru/geocode/
http://www.yougetsignal.com/tools/visual-tracert/
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   . 

 

-  .    ,  : 

*         . 

*  ,     . 

*      . 

*   ,       
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*    ,     
   ,       
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*            
. 

* ,    . 
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     ,       

,     . 



 

    .   ,   
    ,   ,  , . 

       ,     
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,  ,        
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     .  

    ,        
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     .     
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 . 
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 AIDA 64. 
 

:     AIDA 64  
      . 

 
1.    

 
   —  ,      

  .     
           

  Excel         
 ,          

 . 
  AIDA64   

       - . AIDA64 Business  
AIDA64 Network Audit,   - ,  

       
   Windows,     .  

,  ,     
 ,       

  (  ). 

 
 1 –   AIDA64 

2.  
   , ,      

       . AIDA64  
    ( ) :   

   ,   ,        
  .  AIDA64    

,     . 



 
 2 –   AIDA 64 

     ,    
,      SQL.  AIDA64 Network Audit  AIDA64 

Business    : 
   (TXT); 
 HTML; 
 MHTML; 
 XML; 
 CSV; 
 MIF; 
 INI; 
 ADO (    ). 

 
3.   

      
       

( .3).        . , 
      ,   

      , 
         

   .    (   
   ),  ,  

        
  ,    

Windows. 



 
 3 –  

       , 
   ,       
 . 

4.     
И    
AIDA64 Network Audit  AIDA64 Business    

   ,     ( .4).   
        

   ,     
,       , , 

 .   ,      
    . 

 
 4 –   

       CSV  SQL,  
AIDA64 Change Manager     ,  



,  ,   ,     
     . 

М       
AIDA64        

       -  
 ( .5). ,     

     ,    USB-
   ,      .    

         
 . 

AIDA64     : 

 
 5 –    

    , AIDA64   
  ,     , 

,   ,      
  Windows,       ( .6). 

     : 
 AIDA64 NetworkAudit; 
 AIDA64Business. 

https://www.aida64russia.ru/%D0%9F%D1%80%D0%BE%D0%B4%D1%83%D0%BA%D1%86%D0%B8%D1%8F/aida64-network-audit
https://www.aida64russia.ru/%D0%9F%D1%80%D0%BE%D0%B4%D1%83%D0%BA%D1%86%D0%B8%D1%8F/aida64-business


 
 6 –   

   

AIDA64 Business     , 
       

   ,       
   ,      

,    . 
М    
AIDA64        

,   , , ,   
         ( .7).  

        ; 
       ,  

   ,     ,    
. 

 
 7 –    

 
 ,       

.  ,     
      ,   

    .       



 : ,    «  » 
(Run program)  AIDA64   « »,  Windows    

  . 
 

   
AIDA64 Business      

         
 .        
             

. 

 
 8 –     

 
5.   

        
  .        

   ,   , 
   .   , , 

      ,  
   ,    . 

AIDA64 Business    ,    
IP- ,       

.           
 ,       

. 
AIDA64 Business       

     . 



 
 9 –    

 
6.  

 AIDA64      
   .     

     ,   170 000 
,         

 . 

 
 10 –    

 
7.  

AIDA64   ,      
       .  



 ,        
 .    ,  

  FPU-       
AIDA64,    640     10 

  (    AIDA64 Business 4.00).   
     (SMP),   

  ( .11). 

 
 11-      

 
AIDA64        

 ,   ,     
   .       

   ,      
(S)ATA  SCSI, RAID- ,  , SSD- , USB-

   . 
  GPGPU 

  ,         
  GPGPU,     OpenCL GPGPU. 

      GPGPU  
   OpenCL.      

  16  ,   AMD, Intel  
NVIDIA,   .  ,   

 CrossFire  SLI,   dGPU  APU.  ,   
     

 ,      
  OpenCL ( .12). 



 
 12 –   

 
   , AIDA64 

      —         
« »   « ».     
 ,   



        
. 

8.   
      
      ( , , 
).         

      AMD, Intel  VIA  
     x86/x64, x87, MMX, 

MMX+, 3DNow!, SSE, SSE2, SSE4.1, AVX  AVX2. 
        

     .   —  
        

     . 
 

9.  
 AIDA64  250     

, ,       
( .13). 

 
 13 –   

Э  , щ  
  AIDA64      , 
         

,     ,   
 ( .14).      , 

,   ,     
,     . 



 
 14 –    

 
     AIDA64 

      Windows:   
,   ,    ,   
    SensorPanel ( .15).   
      LCD-  

 Logitech G15/G19,    LCD-     
 Razer.      HTML  CSV,   

   ,   RivaTuner  Samurai. 

 
 15 –      

 
AIDA64   ,     

  , ,    
         

  .    ,   
    .    

  :  ,  



  ,       
    . 

     : 
 AIDA64Extreme; 
 AIDA64Engineer; 
 AIDA64Business. 

 
 16 –    

 
10.    

AIDA64        
 ,        

 ( .17).       , 
DLL-  AX- ,   Windows,  , 

    - ,     
Internet Explorer.      
Windows   « ». 

    ,   
 .  ,    

,          
 —      AIDA64,    . 

https://www.aida64russia.ru/%D0%9F%D1%80%D0%BE%D0%B4%D1%83%D0%BA%D1%86%D0%B8%D1%8F/aida64-extreme
https://www.aida64russia.ru/%D0%9F%D1%80%D0%BE%D0%B4%D1%83%D0%BA%D1%86%D0%B8%D1%8F/aida64-engineer
https://www.aida64russia.ru/%D0%9F%D1%80%D0%BE%D0%B4%D1%83%D0%BA%D1%86%D0%B8%D1%8F/aida64-business


 
 17 -     

 
        
         . 

,     ,   -  
    ,    AIDA64 
       .  

  ,         
.  ,        

,         
   Windows. 

 ,       , 
  Windows,    ,    

    . 
     : 

 AIDA64Extreme; 
 AIDA64Engineer; 
 AIDA64 NetworkAudit; 
 AIDA64Business. 

А   
       

AIDA64    .    
  ( .18). 

https://www.aida64russia.ru/%D0%9F%D1%80%D0%BE%D0%B4%D1%83%D0%BA%D1%86%D0%B8%D1%8F/aida64-extreme
https://www.aida64russia.ru/%D0%9F%D1%80%D0%BE%D0%B4%D1%83%D0%BA%D1%86%D0%B8%D1%8F/aida64-engineer
https://www.aida64russia.ru/%D0%9F%D1%80%D0%BE%D0%B4%D1%83%D0%BA%D1%86%D0%B8%D1%8F/aida64-network-audit
https://www.aida64russia.ru/%D0%9F%D1%80%D0%BE%D0%B4%D1%83%D0%BA%D1%86%D0%B8%D1%8F/aida64-business


 
 18 –   

 
 
 
 
 

 : 
 
1.         AIDA64. 
2.     , 

 . 
3.    . 

 
 : 

 
1.      AIDA64? 
2.     ? 
3.     ? 
4.    ? 
5. ,       . 
6.     ? 
7.       

 ? 
8.    ? 
9.       AIDA64. 
10.      AIDA64. 
11.        AIDA64. 
12.       AIDA64. 
13.    . 
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:         . 

 
: , ,   . 

1.  
1.1.  

    -  
    .    

  ( ).     
: 

  ,     : 
o  
o  

o   
  

 
    ,    

( - )        -  
(  ).      

.2. 
   

:  
   
   
  
  
  
   

. 1     
 

      .



1.2.  
 

   : 
   
     
     RS-232, PS/2, USB (    

)  
   ( ) 
  2-3 . (  ,   ) 

 
     :    ,  

 ,     ,    
   .   ѐ  

          
.     4-   . 

 
     ( .2): 

   (  LED  
 ) 

   
  (Sensor) 
    (Image Processor — 

   (DSP)). 

. 2   
 

      :   , 
     ,     

.     ,   ,   
       —   

.  ,   ,       
  ( ).       

(        ), 
 DSP    , 

         Y,   
     . 

 
 

1.3.    . 
  

 
     ,   
.       (      

)   .        
   .      



    . 
 

    
 

" "      -  ,  
     ..      

    ,        . 
  

    : -  .    
   . 

 
   ,  ,    ,  

  ,     .  ,  
    ,    ,  .   
  

ѐ ѐ .
    ,  . 

 
          
 5 .  .       . 

 
ѐ .

ѐ , -     ѐ . 
 
 

2.  : 
2.1.          

     . 
2.2.    «Dr. Hardware 2007 English version»  

    . 
2.3.       .  

     . 
2.4.     . 

 
3.   . 
3.1.      ? 
3.2.    ? 
3.3.          

 ? 
3.4.      ? 
3.5.    ? 
3.6.       

? 
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:         . 
      . 

 
: ,  . 

1.  
1.1.  

        
 . 

 
   :      

    

( , ).  
 ,    
,      

,   
.    

 
ѐ ,

  ,  
 ,   

   
. 

 
   : 

1. 

 
   

2.   
3.     
4.   
5.  
6. /     
7. -   

 
 

1.2.    
 

      
       . 

  (Self-Test) 
        



  .     , 
, ,  ,    ,   
  .      (   
     )     

 ,        5   
   ,   .   

  ,     .    
   . 

  
        

   ,      10 .  
   ,   ,  , 

,  4      .     
 .          .  
        2–3 .  

    ,      - ,  
         . 

Engine Test 
        . 
      , 

      ,     , 
   .       

 .         
.      ,    

  .        
 .      ECU,    

    ECU.      
    ,   Engine Test,    

. 
П   (Half-Self-Test) 

   « »    
,       .     

    ,      
 (   5     ),  
 ,   .      
  .   (  , ,  

  . .)    ,     - , 
    .     ,   

     ,    
 . 

П  щ   (Drum Rotation Test) 
      -   (  

 ,   ,    .), 
    ,      .  

         



  ,  ,  .    
      .     ,  

       . 
  NVRAM    (NVRAM Initialization) 

       ( ).  
      ,    

    20 .      
       .  

,        (Product Serial Number), 
  (Formatter Number), Service ID, Status Log,  ,  

    PC-8,   Letter,   .  
       . 

  
   , ,   
 -   Platenclene   

AF.           
.         

(    ),     .  
         

. 
 

1.2.1. Ы    
   

 : 
  

   
   

  
  

  
 

  
 

  
 

 
  

 
 

 
 

2.   : 
2.1.  ,      

  .    . 
2.2.        



2.2.1.   ,   
    
  

 
 

  
 

   
2.2.2.   (Half-Self-Test)    10-15    

     ,   
,  .     

        
   . 

2.3.    ! 
2.4.      . 
2.5.  .      .  

   . 
2.6.    

: ; 

 ; 
 

; 
 

; 

 ; 
     ,   

   (Drum Rotation Test). 
 

3.   . 
3.1.     ? 
3.2.      . 
3.3.          

  ? 
3.4.         ? 
3.5.         ? 
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      . 

 
3.1    

          

          

 ,    .  

 

3.2      

 1)         ,     

,    ,    ,       

. 

2)               :  ,  

,                 ,        

    ,    ,    

. . 

3)        . 

4)             Speed Disk. 

5)      EVM     

.      . 

6)             Unerase. 

7)         NDD. 

    . 

8)  ,   . 

9)         .     

    . 

 

3.3    

NortonUtilities -    ,    

   ,   ,  

   .  



NortonUtilities     , 

     ,    

     " " ,   

       .  

,     NU,     4 : 

1) Recovery -      : 

◦ DiskDoctor (ndd.exe) -       

; 

◦ Unerase (Unerase.exe),Smartcan-     

; 

◦ Unformat (Unformat.exe) -       

   ; 

◦ DiskEditor  -      

(AdvancedRecoveryMode); 

2) SPEED -     /   : 

◦ SpeedDisk (Speeddisk.exe) -    ; 

◦ NortonCache, Calibrate, Ncache2-      

( ),   / . 

3) SECURITY -       

: 

◦ DiskMonitor  -     ; 

◦ DiskReet  -        

 ; 

◦ WipeInfo  -    ,  

4) TOOLS -   : 

◦ DiskTools -    ,    

  ; 

◦ Image  Rescue  -       ; 

◦ SysInfo  Ndiag -       

 ; 



◦ DupDisk -    ; 

◦ NCC -       ; 

◦ FileFind -   ; 

◦ SafeFormat-     ; 

     NortonUtilities  Windows    

NortonUtilitiesIntegrator (     ),    

   ,     . 

    NUforWindows : 

-    (NortonProtection   UnEraseWizard) 

-  (CrashGuard, Rescue Disk, Rescue Recovery Wizard) 

-  (Norton Disk Doctor, Norton WinDoctor) 

-     (NortonAntiVirusSE) 

-  (Speed Disk, Norton Optimization Wizard) 

-    (SpaceWizard) 

-    (LiveUpdate, LiveUpdatePro) 

-    (SystemInformation) 

       

  NortonAntiVirusSEScan  NortonSystemDoctor  

    .      

      : 

1)  NortonSystemDoctor. 

2)       "  "    

    " ". 

     

 SystemInformation      

    (   BIOS,    ,  

,      . .).  

     ,   , 

   .  



  

       : 

   ,        

   ,        

   ,  ,    -

. 

     

          

. 

         -

    -      . 

         , 

       -

.       я   ( -

    )    (   ).  -

       ,  

       ,  

  -   . 

Ф        /  -

       -   , 

      .  

     ,    

         . 

,           

 .        ,   

        . 

          

,    - .    -

   MicrosoftScanDisk,    Windows 9 /2000, 

 NortonDiskDoctor   NortonUtilities.     -



:           

 ,         -

  .        

       . 

      .   

         

   . ,       

. 

  Windows 9 /2000 -  MicrosoftScanDisk   

 scandskw.exe,       .  

 -  MicrosoftScanDisk     Windows 

   /С /С  /   

(ScanDisk) (Programs /Accessories /SYStemTools /ScanDisk).    

  -  MicrosoftScanDisk     

-  MicrosoftScanDisk : 

1)      -   ,  

; 

  2)    — С я (Standard)  я (Thorough); 

  3)          

( ptions)     (     

 /   ); 

  4)   Д  (Advanced)    

Д  ScanDisk (ScanDiskAdvancedOptions)    

; 

  5)    (Start)   . 

  И я    (Automaticallyfixerrors)  

    -     

 . 

   -   ,   

 . 



   

Image  " "       -  

    я   .     

 Norton Utilities       

         

.     —  UnErase Wizard  UnFormat.  

 Image    ,  я 

 (FAT),   .  ,  я   -  

          . 

    (  ,    . .).  

     ,    

.      ,   

       :  

-       ; 

-   (    ); 

-    ; 

-    ; 

-   ; 

-   . 

        , 

   ), 

   FAT    —     

 ,      ,   

.       FAT —  ,     

.  FAT —       MS-

DOS  Windows).  

        

.            

  )     (IMAGE.DAT).  ,  

      (  IMAGE.BAK),  



      IMAGE.DAT.  

     ,     

.         

   . 

  ,        

 .         

 Image.         . 

  ,   Image    ,    

  . 

Speed Disk         . 

 ,         

Speed Disk.  

     Norton System Doctor      

      Image    

. 

    

Norton Optimization Wizard     

    Windows. 

      Windows     

 ,        

( ).   Windows       

     .    

    .   

   , , - ,    

   , , - ,    

 . Norton Optimization Wizard    

        ,  

         (      

). 



SpeedStart -          

  .          

. Norton SpeedStart        

 .        

. 

 Ф       Windows  -     

          

,   .    ,  

   Windows,       

     . Norton Optimization Wizard 

    , ,  ,    

 ,      . 

  LiveUpdate 

 LiveUpdate  Symantec,   NortonUtilities, 

   NortonUtilities    . 

LiveUpdate       Internet    

   Symantec.  NortonUtilities   

 .  LiveUpdate    

NortonUtilitiesIntegrator,   " " NortonSystemDoctor,    

  NortonUtilities   " ".  

   Symantec - LiveUpdate Pro -    

        Internet.   

LiveUpdate Pro    Norton Web Services. LiveUpdate Pro 

  ,       

 ,          

 .     ,   LiveUpdate Pro 

            

   ,            .  



  

         

.      

     .       

      .     

   ,        

,          

 .         , 

        . 

          . 

         

   ,          

 .         

.      ,   

        ,     

  . 

,    ,    ,  

    ,   ,     

 .       

   ,  .   

 ,        ,  

,    . 

      ,  

  FAT, FAT32  NTFS. 

 

3.4       

1)           NortonUtilities. 

2)          . 

3)           ? 

4)          ? 

ms-its:D:\WINNT\help\defrag.chm::/HELP=glossary.hlp%20TOPIC=GLS_fragmentation
ms-its:D:\WINNT\help\defrag.chm::/HELP=glossary.hlp%20TOPIC=gls_volume
ms-its:D:\WINNT\help\defrag.chm::/HELP=glossary.hlp%20TOPIC=GLS_FILE_ALLOCATION_TABLE
ms-its:D:\WINNT\help\defrag.chm::/HELP=glossary.hlp%20TOPIC=GLS_FAT32
ms-its:D:\WINNT\help\defrag.chm::/HELP=glossary.hlp%20TOPIC=GLS_NTFS


5)           ?  

6)       ? 

7)         ?  

8)        ? 

9)       ,   Norton?  

10)         NortonUtilities?  

11)       «   »?  

12)          ? 

13)        MBR, BR, FAT, 

Rdir?  
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   . 
:        

 :  ,     
.         
.       aspersky. 

 
1.  

 
    ,     

.    " "  ,    -
   ( ,    FAT- , 

" "  ). 
         

     ,     
.        ,   

  ,    ,    ,  
. 

        ,   
. 

       . 
          

-  ,     ,   
  -  . 

  : 
       

;
     ,  . .;
    ;
     . .
   ;
     ;
   ;
     ;
       . .

        
  ,      , 
,      .   
      ,     

    . 
 ,        ,  
      . 
2.   
        .  



     : 
  , . .    exe, com,  

,      bat,   
   ;

 ,         
,     ;

 ,   -    
 Word Excel.;

 ,   .
   (  )   

 .  - , - , -
 ( - ), -  ( - ), -

,    . 
   ,   . 
    ,    . 

   ,    
   .  " "  

 . 
" " .    

(         
   ,     

        ) (  , 
 )    ,   

          
    ( ) . ,   

- " " 
          
. 

 .  ,  
  ,    , -   . 

         , 
          
.        
   ,   ,     

,       .  
,           

,       . , , 
    - . 
3.     
    ,      

   .      : 
    ,     

    ,   
     ;



  ,     
;

     .
          

.      : 
   -      

;
     

 ,  ,     
  ,     

 .
  ,         

  ,    .    
     .    

   : ,  ( ), , -
,    ( ). 

-    ,   
   .   ,    

         
 .    .   

 -       
.        
 .  ,  -   

   ,  " ". 
 ,  ,       
,  ,    -     -  

       ,  
- . 

-     .    
        (  

       ). ,   
        .    

 -        
      .   

 . 
 -    " " - 

     , , ,   
  ,  ,  ,    

 .   ,       
        

 . ,       
   ,  - ,  

  ,    ,    
 . 



- ,      
        , 
       ,  

   .      
  . 

 -   " "  ,  
       .  

   . 
   -   

 -         
. 

- ,  ,    
  ,       ,   , 

   ,       
.    . 

          
  .       

, " " .    
. 

   " "    -
,       

  . 
     - .  

         
  . 

    - , -
  - . 

    -    . 
       ,    

  ,   .  "  " 
   .    

   . 
,         

     .  
       

  .    : 
1.    (    

    ). 
2.      

. 
3.      . 

        
   

.        
  . 



4.      
,  .       

      . 
5.          

     ,       
. 

6.        
 ,  . 

7.        
     ,    

.      ,   
. 

       
  ,     . , 

         
         

 ,     Solaris,  
" " , Java  ActiveX – . 

        
( .1): 
  ,     

        . 
      ; 

  ,    
        , 

     ; 
  , Kaspersky Inspector,   , 

    .    
  :      

   (CRC – )      
,    . 

 
 1 –     

      



 ,     . 
       

    " "   
 . 

    
    ,   

  Solaris. 
        

 – ,   (      
),  OLE- ,    

.      
  , , ,     

     . 
    ,  

         
     . 

 
 : 

1.          
 aspersky.      

 ? 
2.     . 
3.     ( )  . 

 
 : 

 
1.    ? 
2.   " "? 
3.  ,    ? 
4.   ? 
5.   ? 
6.    ? 
7.     ? 
8.     ? 
9.        ? 
10.   ? 
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    RAID 

 
1.    RAID   ? 
 

:  
 
2.        RAID 10       . 

  ? 
 

:  
 
3.     RAID 10,      2 ,  

 1,5     4 ? 
 

: 
 
4.  RAID   5,   3-  .   stripe   

   00000000  11110000.   
   stripe   . 

 
 : 
 
5.     ? 

. RAID -    ,    ,   
. 

B.          . 
C.        . 
D. LUN      RAID  
 

: 
 
6.       RAID  ( /  )  

   :  
 

: 
 
 
7.      RAID 5 ? 

. RAID 5       . 
B. RAID 5   XOR   . 
C. RAID 5   , ,  stripe. 
D. RAID 5         

 .  
 



: 
 
 

: 
1.   RAID 0  Windows Server 2008 
2.   RAID 1  Windows Server 2008 
3.   RAID 5  Windows Server 2008 

 
 
  



  №22 
     pkzip, pkunzip, arj, WinZip, 7Zip. 

 
: 

1.    (7zip, Bandzip, FreeArc, HaoZip,  
WinRAR, WinZip).  
2.  / / / .     

     50 .  
3.  (  ).  .   
        
 7zip Bandzip FreeArc HaoZip WinRAR WinZip 
         
         

        
        

 
4.     
5.      
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    Microsoft Ntbackup, Cobian 
Backup, Ascomp Backup Maker 

  
 :  

 1. Microsoft Ntbackup  
1.         

 Windows Server 2008 R2.  
  
2.    ―    

  Windows Server‖. (  :   
->   ->   
   Windows Server.  ―   

  Windows Server‖, ―    
‖ .  )  

  
  
3.   ,       

.    -   ―  ‖.  
  ,  .    

 
  ~ 10   



  
       .   

  



 
  
4.        

 ―    Windows Server‖.   
a.     .    

  .     
   ―C:‖  .  

     23.00.     
    . b.     .    

     C:\Users  
c.        

       .   
    C:\  Work.    

  2    txt, rtf.   
    ,   

 rtf.  
d.   .    

      
   txt.  

  
5.        
wbadmin  
a.     :\Files01.     



      txt.  
         

  wbadmin.     
      .  

  
 2. Cobian Backup  
 3. Ascomp Backup Maker  
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   Windows     . 

 Windows.       
DiskImage, HDClone, ODIN 

: 
 1.    Windows     . 

 Windows 
1.  Windows XP. 
2.   . 
3.        . 

        
. 

4.       . 
 2.       DiskImage, HDClone, ODIN 

1.     DiskImage 
2.     HDClone 
3.     ODIN 
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       ,  

,   . 
 

: 
 

1.    MicrisoftWindowsserver 2008  
2.      
3.    IIS   WSUS.   

 , , ,  . 
4.    WSUS. 

1.     WSUS.   WSUS. 
2.        WSUS    80 IIS, 

   ?  
3.       ? 
4.  ,         

   Office 365 ( ) 
5. ,     

 
5.    MicrisoftWindowsserver 2008 32   

. 
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    Windows  Unix,     

Windows  Unix 
 :         

Windows, Unix.     .   . 
  .     . 

 : VirtualBox,  Windows Server 2008 R2, 
 Ubuntu (  Server  Desktop) 

 
  

 
 1.     Windows 

 
     

1.   .      Windows (Windows 
Event Log).     : , ,  , 

  .  
2.      .    

 : , ,  ,   . 
3.    . ,      

 . ,      . 
4.      –     

     .    
  , : ,  ,  . 

5.   .     
   30 ,   ,  ,  

 ,     . 
6.         . 
7.   . 
8.   . 
9.      – 2048 .  

     –   
 ;   . 

10.   ,   . 
11.    .    .evtx. 

 
   

12.    . 
13.        
14.        
15.   .       . 

    . 
16.      : / % 

 .  : , : 90.  
     .   



.   : 30 .    
:         

  :        
. 

 
 

 2.     Unix 
 

1.   top   rsyslogd.    –  
 , PID. 

2.      /var/log. 
3.     . 
4.    – auth.log, boot.log, dpkg.log, kern.log, syslog. 
5.    /etc/rsyslog.conf 
6.    /etc/rsyslog.d/50-default.conf.     

    /etc/rsyslog.conf 
7. (*  )    /etc/rsyslog.d/50-default.conf  

   local5.warning   mylog.log.   
rsyslogd.    logger      – 
logger –plocal5.warning “testmessage”.     . 

 
 3.   Windows 

 
1.   :   –  Windows 

-   -   -  . 
2.     ,    . 
3.   C:/Files.    .      

  C:/Files 
4.      –  /    

;  /     ( :  
    ,   : DELETE). 

   . 
 
 

 4.   Unix 
 

1.  auditd. 
2.   auditd. 
3.     sudoauditctl –l 
4.    /etc/audit/audit.conf 
5.   /home/ - - - /secret 
6.        /home/ - - -

/secret. 
7.  auditd. 
8.   secret.     . 



9.  aureport.  . 
10.  aureport –f.  . 
11.     . 

 
 

  
 

 Windows: 
1.    ? 
2.      ? 
3.       ? 

 
 Unix: 

1.      ? 
2.   Syslog? 
3.   syslogd? 
4.     Syslog? 
5.     Syslog  ? 
6.       ? 
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     SNMP. 

:       
 SNMP,   SNMP. 

 : 
 1.   . 

1.     . 
 2.      

1.   VirtualBox (   ) -  Ubuntu. 
(     \\10.7.3.3\Shared\soft) 
2.  Ubuntu. 
3.  snmp ,   gnome-terminal: sudo 
apt-get install snmp 
4. : sudo apt-get install snmp-mibs-dowloader 
5. : 

 3.   snmp (   
   ). 

1.    snmp: 
2. : snmptranslate .1.3.6.1.2.1.1.3.0 
3. : snmptranslate 1.3.6.1.2.1.5.1 
4. : snmpget -c demopublic -v 2c test.net-snmp.org 
system.sysUpTime.0 
5. : snmpgetnext -v 2c -c demopublic 
test.net-snmp.org system.sysUpTime.0 
6. : snmpwalk -v 2c -c demopublic test.net-snmp.orgsystem 
7. : snmptable -v 2c -c demopublic test.net-snmp.org 
sysORTable 
8.    . 
9.      (    

). 
 4.  SNMP  Cisco Packet Tracer 

1.   (Router-PT)  . 
2.  : 
3.  : 
R o u t e r #   c o n f i g u r e   t e r m i n a l 
R o u t e r ( c o n f i g ) #   s n m p - s e r v e r   c o m m u n i t y   [ n a m e 1 ]     r o 
R o u t e r ( c o n f i g ) #   s n m p - s e r v e r   c o m m u n i t y   [ n a m e 2 ]     r w 
R o u t e r ( c o n f i g ) #   c t r l + z 
R o u t e r #   w r i t e 
4.   : 

 ,  MIB-browser,    
: 

A d d r e s s                           [ I P   a d d r e s s   o f   r o u t e r ’ s   c o n n e c t e d   i n t e r f a 
c e ] 
P o r t                                 1 6 1 



R e a d   C o m m u n i t y           [ n a m e 1 ] 
W r i t e   c o m m u n i t y         [ n a m e 2 ] 
S N M P   V e r s i o n                 v 35.  MIB-Browser    : 
-   : MyRouter 
-     
-   FastEthernet1/0 
 

 : 
1.    SNMP? 
2.   MIB? 
3.   snmptranslate? 
4.   snmpget? 
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 :   MicrosoftNetworkMonitor,   

  ,   . 
 

: , , MicrosoftNetworkMonitor 3.4. 
 

  
  (Network Monitor)      

  ,     ,  
         

 . 
        

      ,     
   ,    ,    

 ,      . 
  

 
1.  MicrosoftNetworkMonitor 3.4.   . 
2.  MicrosoftNetworkMonitor 3.4.     

. 
3.  (Recent Captures – New capture Tab). 

 
4.    ,   Start. 
5.         
6.  
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    Wireshark. 

 

:      Wireshark. 
 

 

 : 
 

 1.   . 
 

 2.   Wireshark. 
 

     . 
 

 : 
 .   ,      

( - , ).  .  .  
*      ,     

  ,     . 
 

-ARP (arp) 

-IP 

-TCP 

-UDP 

-DNS (nslookup ya.ru) 

-ICMP (ping) 

-HTTP 
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    . 

 

:         
  Nagios. 

 

 : 
 

 1.    

 

 2.  Nagios.     (   Ubuntu): 
 

     root: 
#sudo su 

 

  .     : 
#apt-get install apache2 php5 nagios3 

 

   ―postfix configuration‖ - "  "     
  nagiosadmin: 123 

 

 я    -   Nagios. Д я   IP 
192.168.0.1: 

http://192.168.0.1/nagios3/ 

 

 3.   Nagios. 
 

     /etc/nagios3/.    
nagios.cfg          

  nagios.  
 cgi.cfg -      cgi ,     

        .  
 

     nagiosadmin  
   (myuser  ).   ,    

.  
 

default_user_name=myuser  

authorized_for_system_information=myuser  



authorized_for_configuration_information=myuser  

authorized_for_system_commands=myuser 

authorized_for_all_services=myuser 

authorized_for_all_hosts=myuser 

authorized_for_all_services=myuser  

authorized_for_all_hosts=myuser 

authorized_for_all_service_commands=myuser  

authorized_for_all_host_commands=myuser 

 

 myuser -   .        , 
     /etc/nagios3  : 

 

#cd  /etc/nagios3/  

#htpasswd -c htpasswd.users myuser 

     myuser 
 

       nagios 

# /etc/init.d/nagios3 restart 

 

      nagios  . 
#nagios3 -v  /etc/nagios3/nagios.cfg 

 

   nagios.cfg           
   ,       
    . 

 

 я    127.0.0.1/nagios -   . 
 

 4.  . 

   /etc/nagios3/conf.d  my-hosts.cfg       
. 

 

#      
define host { 

        host_name   hostname                   #И я   
alias       name comp                #  



        address     192.168.140.3             #ip  

        use         generic-host  

} 

 … #          

 

       /etc/nagios3/conf.d     
 /etc/nagios3/nagios.cfg  ,        

    /etc/nagios3/conf.d 

    .      
/etc/nagios3/conf.d/hostgroups_nagios2.cfg   

 

# я  

define hostgroup { 

        hostgroup_name  my-friends                                    # я  

alias           my-friends comps                         #  

                members         hostname, hostname2, hostname3...      #   

} 

         .  
  /etc/nagios3/conf.d/services_nagios2.cfg       . 

 

#     щ   
define service { 

        hostgroup_name      my-friends      #     

        service_description     PING                              

        check_command      check_ping!100.0,20%!500.0,60%#   

        use              generic-service             

} 

 

 

 5.    email. 
 

       



/etc/nagios3/conf.d/contacts_nagios2.cfg  . 
 

define contact{ 

        contact_name                    myuser       # я 

alias                           myuser                        

        service_notification_period     24x7            #     

        host_notification_period        24x7            #     

        service_notification_options    w,u,c,r         #  ё  я    
        host_notification_options       d               # я      down 

        service_notification_commands   notify-service-by-email  #  я  

        host_notification_commands      notify-host-by-email #  я  

        email                           myemail@someserver.ru  # mail   я  

} 

     /etc/nagios3/conf.d/contacts_nagios2.cfg   
      ,       
.  

 

 6.  Nagios   Windows- . 
    -   Windows- . 

 

    Windows : 
#   (IP , ) 
define host{ 

use  generic-host  

host_name server01 

alias Windows Server 

address 192.168.1.20 #  IP  

} 

 

 : 

#    

define service{ 

use generic-service 

host_name server01 



service_description NSClient++ Version 

check_command check_nt!CLIENTVERSION #  

} 

 

#    

define service{ 

use generic-service 

host_name server01 

service_description Memory Usage 

check_command check_nt!MEMUSE!-w 80 -c 90 

} 

#      (  Explorer),   
: 

define service{ 

use generic-service 

host_name server01 

service_description Explorer 

check_command check_nt!PROCSTATE!-d SHOWALL -l Explorer.exe 

} 

 

     Windows-       
 -  NSClient++.  

      Ubuntu  Windows Server 2003 (  
 virtual)  -    .  “   ” - 

  -    . 
 

    www.sf.net/projects/nscplus   zip-   
 .  ,   32-  64-     

.  msi-   –   zip-    ,  
,    ,      : 

> nsclient++ /install 

> nsclient++ SysTray 

 

    « »   .   , 
   «   »    «   

  ».   ,   : 



> nsclient++ /start 

 

       NSC.ini,  
  ,   NSClient++.   ,   

 ,     . 
 

 

 7.   web- . 
-     
define host { 

host_name yaru #    

 alias          yaru# 

 address        ya.ru 

 use            generic-host 

 } 

 

  ,     -   web-sites. 

 
       . 

 
 

 8.       Nagios. 
   /usr/share/nagios/htdocs/images/logos,    

    ,    . 
  : 

nano /etc/nagios3/conf.d/extinfo_nagios2.cfg 

 

define hostextinfo{ 
        hostgroup_name   my-group #  
        notes            my-servers #  



        icon_image       base/name_of_image.png #  
        icon_image_alt   my-servers 
        vrml_image       name_of_image.png 
        statusmap_image  base/name_of_image.gd2 
        } 
 

  /usr/share/nagios/htdocs/images/logos . 

 

 9.  . 
-    :  10.7.3.3,  10.7.3.1 

-    -   . 
-   PING -   . 
-     (      ). 
-   pkjt.karelia.ru, google.com   web-  (  check_http). 
 

 

 

  

 

   VirtualBox      

   (NAT) 
 NAT       , 
    IP,          

     .     
 web- ,  ,   .   

,    .     
   ,    NAT. 

      .    
        ,  NAT, 

  VirtualBox,   ,    , 
      (IP-    )  

    IP-  - .      
   . 

,           
    ,   192.168. . .  VirtualBox 

,    NAT,  IP-   ,  
 10.0.2.1   10.0.2.24.    - .  

,           
,     ,   .    

     web- ,   



   " ". 
  VirtualBox     : 

"   NAT       IPv4 
   10.0. .0/24,      NAT- , 

   +2.  ,    2,    
  NAT- .   ,     

IP-  10.0.2.15,     10.0.2.2,   (DNS) 
  10.0.2.3." (Oracle Corporation, 2012,  9). 

 NAT    ,     ,  IP-   
     ,     
. ,      , 

     ,    web-  (  
),    .   NAT   

 ,        . 
 

  (Bridged) 
   "  "    ,    

   .          
   .       

     . 
   "  " ,  ,  ,  

 IP-         . 
VirtualBox            

 ;   ,    .  , 
   "  "      192.168. .  

 .       ,     
 ,   . 

        ; , 
      (  eth0)   

 (  wlan0).  " "  ,    
         VirtualBox. 

 

 NAT ,         
 .   ,       (     

    web- ),    
  .   "  "   

  ,       . 
     (    ,  

   ,  - )  



   IP-    , ,    
 "  ". 

 

    Nagios 

Nagios      : SMTP, POP3, 
IMAP, SSH, Telnet, FTP, HTTP, DNS   .      

   :  , 
  ,    . . – ,    

Unix,     . ,      
Windows   NRPE_NT. 
 

     SSH-  SSL- .  
          
  (  ,   ).  

« »         
.         , 
    -     . 

Nagios           
  . 

 

   2002 ,        NetSaint.  
    .   Nagios,    

 www.nagios.org, –   ,  ,  
Nagios Ain't Gonna Insist On Sainthood («Nagios     ») – 

    .     
  ,        . 

 

    : 2.   3. .      
  ,      , ,  , 

  ,        
  –     .  2.     

 ,       . 
    , ,        

  . ,     ,   
   . 

 

  Nagios 

  ,   Nagios    
.  ,    ,   



  ,  nagios.cfg.        
.      ,      

   .     ,   
       CGI.       

  600  660.      – resource.cfg. 

 

  resource_file  nagios.cfg,     . 
,    ,      ( , 

, ,   . .),     
(Object Definition Files).   cfg_file     ,  

       cfg_dir.    
  Nagios  ,        . , 

,  cgi.cfg   CGI. 
  nagios.cfg  cgi.cfg  ,     – . 

         
 Nagios (nagios.sf.net/docs/3_0).    .  

   .    ,  
  ,    Windows. 

 


